Sicher(er) im Internet unterwegs - Computeria Meilen, 1. und 2.9.2025

Chris Resnik - LinkedIn: https://ch.linkedin.com/in/chris-resnik-56b68a4

Social Engineering
https://de.wikipedia.org/wiki/Social_Engineering_(Sicherheit)

Admin.ch : Information fur Private
https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-private.html

Check Data Leak CISA : Mitigating Cyber Threats with Limited Resources: Guidance for Civil Society
https://haveibeenpwned.com https://www.cisa.gov/resources-tools/resources/mitigating-cyber-threats-limited-resources-guidance-civil-society

Applikationsinstaller:
https://ninite.com/ (Windows)
https://brew.sh/ (MacOS / Linux)

Browser-Alternativen:

Mozilla Firefox - https://www.mozilla.org/en-US/firefox/
Brave - https://brave.com/

Google Chrome - https://www.google.com/chrome/
Vivaldi - https://vivaldi.com/

Browser Extensions:

NoScript (blockiert Scripts)

uBlock Origin (Content Blocker)
Authenticator (Two-Factor Code Generator)
Privacy Badger (blockert Trackers)
CanvasBlocker (Verhindert Fingerprinting)

Two-Factor Authentication:

Authenticator (Browser Extension, Two-Factor Code Generator)

Yubikey - https://www.yubico.com/

(Digitec > Notebooks + PCs > Notebook accessories > Notebook security

Passwortmanager:

KeePass - https://keepass.info/
KeePassXC - https://keepassxc.org/
LastPass - https://www.lastpass.com/
1Password - https://1password.com/

VPN Software (Virtual Private Network):
Proton VPN: https://protonvpn.com/
Die meisten Antiviren-Softwarehersteller bieten auch VPN-Clients an

Bastelprojekte:
Pi-hole https://pi-hole.net/
NAS: https://rockstor.com/
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